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at pay level AL–3, the senior adminis-
trative law judge is paid the lowest 
rate of basic pay in AL–3 that equals or 
exceeds the highest previous rate of 
basic pay attained by the individual as 
an administrative law judge imme-
diately before retirement, up to the 
maximum rate F. 

§ 930.210 Reduction in force. 

(a) Retention preference regulations. 
Except as modified by this section, the 
reduction in force regulations in part 
351 of this chapter apply to administra-
tive law judges. 

(b) Determination of retention standing. 
In determining retention standing in a 
reduction in force, each agency lists its 
administrative law judges by group and 
subgroup according to tenure of em-
ployment, veterans’ preference, and 
service date as outlined in part 351 of 
this chapter. Because administrative 
law judges are not given performance 
ratings (see § 930.206), the provisions in 
part 351 of this chapter referring to the 
effect of performance ratings on reten-
tion standing are not applicable to ad-
ministrative law judges. 

(c) Placement assistance. (1) An admin-
istrative law judge who is reached in 
an agency’s reduction in force and re-
ceives a notification of separation is el-
igible for placement assistance under 
the agency’s reemployment priority 
list established and maintained in ac-
cordance with subpart B of part 330 of 
this chapter. 

(2) An administrative law judge who 
is reached by an agency in a reduction 
in force and who is notified of being 
separated, furloughed for more than 30 
days, or demoted, is entitled to have 
his or her name placed on OPM’s ad-
ministrative law judge priority referral 
list for the level in which last served 
and for all lower levels. 

(i) To have his or her name placed on 
the OPM priority referral list, a dis-
placed administrative law judge must 
provide OPM with a request for pri-
ority referral placement, a resume or 
equivalent, a list of acceptable geo-
graphical locations, and a copy of the 
reduction in force notice at any time 
after the receipt of the specific reduc-
tion in force notice, but not later than 
90 days after the date of separation, 

furlough for more than 30 days, or de-
motion. 

(ii) Eligibility on the OPM priority 
referral list expires 2 years after the ef-
fective date of the reduction in force 
action. 

(iii) Referral and selection of admin-
istrative law judges are made without 
regard to selective certification or spe-
cial qualification procedures. 

(iv) Termination of eligibility on the 
OPM priority referral list takes place 
when an administrative law judge sub-
mits a written request to terminate 
eligibility, accepts a permanent full- 
time administrative law judge posi-
tion, or declines one full-time employ-
ment offer as an administrative law 
judge at or above the level held when 
reached for reduction in force at geo-
graphic locations indicated as accept-
able under paragraph (c)(2)(i) of this 
section. 

(3) When there is no administrative 
law judge available on the agency’s re-
employment priority list, an agency 
may fill a vacant administrative law 
judge position only from OPM’s pri-
ority referral list, unless the agency 
obtains prior approval from OPM to fill 
the vacant position through competi-
tive examining, promotion, transfer, 
reassignment, or reinstatement proce-
dures. OPM will grant such approvals 
only under extraordinary cir-
cumstances. The agency must dem-
onstrate that the potential administra-
tive law judge candidate possesses ex-
perience and qualifications superior to 
any available displaced administrative 
law judge on OPM’s priority referral 
list. 

§ 930.211 Actions against administra-
tive law judges. 

(a) Procedures. An agency may re-
move, suspend, reduce in level, reduce 
in pay, or furlough for 30 days or less 
an administrative law judge only for 
good cause established and determined 
by the Merit Systems Protection Board 
on the record and after opportunity for 
a hearing before the Board as pre-
scribed in 5 U.S.C. 7521 and 5 CFR part 
1201. Procedures for adverse actions by 
agencies under part 752 of this chapter 
do not apply to actions against admin-
istrative law judges. 
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(b) Status during removal proceedings. 
In exceptional cases when there are cir-
cumstances in which the retention of 
an administrative law judge in his or 
her position, pending adjudication of 
the existence of good cause for his or 
her removal, is detrimental to the in-
terests of the Federal Government, the 
agency may: 

(1) Assign the administrative law 
judge to duties consistent with his or 
her normal duties in which these cir-
cumstances would not exist; 

(2) Place the administrative law 
judge on leave with his or her consent; 

(3) Carry the administrative law 
judge on annual leave, sick leave, leave 
without pay, or absence without leave, 
as appropriate, if he or she is volun-
tarily absent for reasons not origi-
nating with the agency; or 

(4) If the alternatives in paragraphs 
(b)(1) through (b)(3) of this section are 
not available, the agency may consider 
placing the administrative law judge in 
a paid non-duty or administrative 
leave status. 

(c) Exceptions from procedures. The 
procedures in paragraphs (a) and (b) of 
this section do not apply: 

(1) In making dismissals or taking 
other actions under 5 CFR part 731; 

(2) In making dismissals or other ac-
tions made by agencies in the interest 
of national security under 5 U.S.C. 7532; 

(3) To reduction in force actions 
taken by agencies under 5 U.S.C. 3502; 
or 

(4) In any action initiated by the Of-
fice of Special Counsel under 5 U.S.C. 
1215. 

Subpart C—Information Security 
Responsibilities for Employees 
who Manage or Use Federal 
Information Systems 

AUTHORITY: 5 U.S.C. 4118; Pub. L. 107–347, 
116 Stat. 2899. 

SOURCE: 69 FR 32836, June 14, 2004, unless 
otherwise noted. 

§ 930.301 Information systems security 
awareness training program. 

Each Executive Agency must develop 
a plan for Federal information systems 
security awareness and training and 

(a) Identify employees with signifi-
cant information security responsibil-
ities and provide role-specific training 
in accordance with National Institute 
of Standards and Technology (NIST) 
standards and guidance available on 
the NIST Web site, http://csrc.nist.gov/ 
publications/nistpubs/, as follows: 

(1) All users of Federal information 
systems must be exposed to security 
awareness materials at least annually. 
Users of Federal information systems 
include employees, contractors, stu-
dents, guest researchers, visitors, and 
others who may need access to Federal 
information systems and applications. 

(2) Executives must receive training 
in information security basics and pol-
icy level training in security planning 
and management. 

(3) Program and functional managers 
must receive training in information 
security basics; management and im-
plementation level training in security 
planning and system/application secu-
rity management; and management 
and implementation level training in 
system/application life cycle manage-
ment, risk management, and contin-
gency planning. 

(4) Chief Information Officers (CIOs), 
IT security program managers, audi-
tors, and other security-oriented per-
sonnel (e.g., system and network ad-
ministrators, and system/application 
security officers) must receive training 
in information security basics and 
broad training in security planning, 
system and application security man-
agement, system/application life cycle 
management, risk management, and 
contingency planning. 

(5) IT function management and op-
erations personnel must receive train-
ing in information security basics; 
management and implementation level 
training in security planning and sys-
tem/application security management; 
and management and implementation 
level training in system/application 
life cycle management, risk manage-
ment, and contingency planning. 

(b) Provide the Federal information 
systems security awareness material/ 
exposure outlined in NIST guidance on 
IT security awareness and training to 
all new employees before allowing 
them access to the systems. 
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